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Validation of Coupons by A Gaming Voucher System

Accounting And Internal Controls

Temporary Amendments:  N.J.A.C. 19:45-1.1, 1.11, 1.33, 1.43, 1.46, 1.46B,
  1.54 and 1.55

Authority:  N.J.S.A. 5:12-5, 63, 69, 70, 99 and 100
The temporary rules follow:

Summary

N.J.A.C. 19:45-1.46B(a) currently permits the bill changer of a slot machine to accept coupons that provide slot credits to the player.  These coupons are then validated by a coupon acceptance system connected to the bill changer.  The temporary amendments to N.J.A.C. 19:45-1.46B(a)2 alternatively permit such coupons to be validated by an approved gaming voucher system connected to the bill changer.


A casino licensee utilizing a gaming voucher system to redeem slot coupons is required to take certain additional security measures listed in temporary N.J.A.C. 19:45-1.55(l).  For example, coupon data and gaming voucher data are required to be contained in logically separate databases. However, a single database can be used if the coupon data and gaming voucher data are either logically segregated from each other through the use of separate tables in the database, or differentiated from each other by at least four fields within a table.  Additionally, if a single database is used, no coupon or patron data can be loaded into the gaming voucher system until a coupon is inserted into a slot machine’s bill changer or a patron identification card is inserted into the slot machine’s card reader, and until the value and validity of the coupon has been verified.


The only exception to the above requirement is that data for a coupon not associated with a specific patron account or patron identification card at the time of its creation could be loaded into the gaming voucher system not more than seven days prior to the effective date of the coupon.  In that case, the serial numbers, dollar values and total number of all such redeemed coupons are required to be verified in the count room after redemption by comparing that information to the data in a secure copy of the coupon mail file used to create such coupons.  See temporary N.J.A.C. 19:45-1.55(l)2(v).


If any verification is unsuccessful, a report must be made of  the failed verification in a manner approved by the Commission, which shall include at a minimum, the date and time of creation, the date and time of redemption, patron name if available, slot machine asset number and location, serial number and dollar value of the coupon as created in the coupon mail file, and serial number and dollar value of the coupon as recorded and counted in the count room.  This report would be used by casino accounting and the MIS department to immediately file an incident report with the Commission and to promptly conduct an investigation of the variance to determine the actual or probable cause thereof.  See temporary N.J.A.C. 19:45-1.55(l)2(vi) and (vii).

To further ensure the integrity and security of coupons and gaming vouchers, temporary N.J.A.C. 19:45-1.46(d) requires coupons to contain a serial number with at least one number, symbol or character unique to coupons, so as to visually differentiate coupons from gaming vouchers.  Additionally, if a gaming voucher system is being used to  redeem coupons, a temporary amendment to N.J.A.C. 19:45-1.46(d) also requires a coupon that is not associated with a specific patron account or patron identification card at the time of its creation to be visually distinguishable from a coupon that is associated with a specific patron account or patron identification card at the time of its creation.  This can be accomplished by using paper or card stock of a different color.

Temporary N.J.A.C. 19:45-1.55(e)1 also requires each gaming voucher to contain a unique validation number of at least eighteen numbers, symbols or characters, at least three of which are randomly generated, and at least one of which is unique to gaming vouchers.  The temporary amendment to N.J.A.C. 19:45-1.55(l)2(viii) requires the generation  of a report of all expired coupons, containing at a minimum the serial number and dollar amount of each expired coupon, and such expired coupons must be purged from the gaming voucher system in accordance with procedures approved by the Commission and consistent with similar procedures for gaming vouchers contained in N.J.A.C. 19:45-1.54(d)2.  And temporary amendments to N.J.A.C. 19:45-1.11(b)3 place the responsibility for a gaming voucher system that also redeems coupons within the casino licensee’s MIS department.

The temporary amendment to N.J.A.C. 19:45-1.33(h)5(ii) permits a casino licensee to obtain the total value of redeemed coupons directly from the gaming voucher system during the count process.  Temporary N.J.A.C. 19:45-1.33(h)4 and 5 continue to require coupons from table games to be separated and counted by denomination, but no longer require coupons from slot cash storage boxes to be counted by denomination.  Since these slot coupons are now issued in numerous denominations or in any monetary amount, a count of them by denomination is no longer feasible or necessary.  Additional revisions are also made to N.J.A.C. 19:45-1.33(h)6, 8, 10 and 14, and 1.33(i) and (k) to clarify and conform the revised count room process.


Temporarily adopted N.J.A.C. 19:45-1.43(j)9ii(A) provides that, if a gaming voucher system is used to provide the total value of redeemed coupons during the count process, the value of those coupons for the purpose of reporting gross revenue shall be the greater of the dollar value of coupon redemptions recorded in the gaming voucher system or other approved casino computer system or the value determined in accordance with the standard count procedures in N.J.A.C. 19:45-1.33.  This requirement should help to insure the accuracy of the eight percent State gaming tax payments, notwithstanding any procedural mistakes or computer malfunctions on the part of the casino licensee.  Additionally, any variances detected in the redemption of coupons created pursuant to N.J.A.C. 19:45-1.55(l)2(v) (a coupon that is not associated with a specific patron account or patron identification card at the time of its creation and is being redeemed by a gaming voucher system), is required to be promptly reported to the Division and Commission.

For additional clarity, the term “serial number” is replaced by “validation number” when used in reference to gaming vouchers (coupons have serial numbers but gaming vouchers do not).  See temporary amendments to N.J.A.C. 19:45-1.1, 1.33(h)14(v) and (vii), 1.54(b)4, (d)1, (d)3ii  and iii, and 1.55(e)1.


The temporary amendments to N.J.A.C. 19:45-1.55(l)2(v) and related provisions N.J.A.C. 19:45-1.33(i)5 (everything except the first sentence), 1.43(j)9(ii)B, 1.46(d)(second sentence only) and 1.46(l)5 will automatically expire on July 1, 2011.  By that time, it is expected that all casino licensees will have implemented an electronic transfer credit system that would replace the procedures for a coupon that is not associated with a specific patron account or patron identification card at the time of its creation.


Full text of the temporary adoption follows (additions are indicated in boldface thus; deletions are indicated in brackets [thus]):

19:45-1.1  Definitions


The following words and terms, when used in this chapter, shall have the following meanings unless the context clearly indicates otherwise:

. . .

“Scan” means to attempt to verify a gaming voucher or coupon in a gaming voucher system or coupon acceptance system by utilizing a device that can read its bar code, or by manually inputting the validation number of the gaming voucher or the serial number of the [gaming voucher or] coupon into the system.

. . .
19:45-1.11  Casino licensee's organization


(a)  (No change.)


(b)  In addition to satisfying the requirements of (a) above, each casino licensee's system of internal controls shall include, at a minimum, the following departments and supervisory positions.  Each of the departments and supervisors required or authorized by this section (a “mandatory” department or supervisor) shall cooperate with, yet perform independently of, all other mandatory departments and supervisors of the casino licensee.  Notwithstanding the foregoing, a department or supervisor of a casino licensee that is not required or authorized by this section may operate under or in conjunction with a mandatory department or supervisor unless the Commission subsequently disapproves such operation as being inconsistent with the standards contained within N.J.S.A. 5:12-99a(3) and (a) above.  Mandatory departments and supervisory positions are as follows:



1.
- 2.  (No change.)



3.
A management information system ("MIS") department supervised by a person referred to herein as an MIS department manager.  The responsibilities of the MIS department shall be performed by any appropriately licensed employee of the MIS department unless the casino licensee has received Commission approval to maintain software and data, or any portion thereof, in a remote computer located outside the casino hotel facility in accordance with the provisions of N.J.A.C. 19:45-2.2, or to utilize a gaming voucher system to redeem coupons in accordance with the provisions of N.J.A.C. 19:45-1.46, 1.46B, 1.54, 1.54A and 1.55, in which case any responsibilities as to such software and data or gaming voucher system shall be performed by an MIS security officer who shall report directly to the MIS department manager, be licensed as a casino key employee and who, prior to delegating any security responsibilities, shall determine to the greatest extent practicable that such delegation would maintain the segregation of incompatible functions and the security and integrity of the casino computer system; provided, however, that the Commission may, upon the filing of a written petition, permit the MIS department manager to be designated as the MIS security officer, which petition shall include, without limitation, the written report prepared and attested to by the audit department executive as required by (b)2vi above.  The MIS department shall be responsible for the integrity of all data, as well as the quality, reliability and accuracy of all computer systems and software used by the casino licensee in the conduct of casino and casino simulcasting facility operations, whether such data and software are located within or outside the casino hotel facility, including, without limitation, specification of appropriate computer software, hardware, and procedures for security, physical integrity, audit, and maintenance of: 




i.
- v.  (No change.)



4.
- 7.  (No change.)


(c) – (h)  (No change.)

19:45-1.33  Procedure for opening, counting and recording contents of



drop boxes and slot cash storage boxes and the recording of



keno revenue


(a)  The contents of the drop boxes and slot cash storage boxes shall be counted and recorded in the count room in conformity with this section and a workflow diagram which shall be filed with the Commission’s Principal Inspector, Division and the surveillance department.



1.
(No change.)



2.
Each casino licensee shall include in its internal control submission a description of all computer equipment used in the counting and recording process and all other systems, if any, that communicate with that computer equipment for purposes related to the counting of gross revenue.  The submission shall include, at a minimum:




i.
A detailed description of the design and use of the computer equipment and any communication interfaces, software, screens, menus and reports related to the counting process;




ii.
(No change.)




iii.
Procedures for controlling changes [in] to computer equipment, communication interfaces, configuration and software which provide for, at a minimum, notification to the Commission at least 72 hours prior to the implementation of any proposed change; and




iv.
(No change.)


(b) - (f)  (No change.)


(g)  No person shall be permitted to enter or leave the count room during the counting process unless his or her name is on the written notice required by (f) above.  Notwithstanding the foregoing, the name of any person who enters or leaves the count room in furtherance of a purpose identified in (f)2iii through vi above shall not have to be included on the written notice required by (f) above if he or she enters or leaves the count room during the counting process solely for that purpose.



1.
(No change.)



2.
The counting and recording process shall be discontinued whenever less than three count team members are present in the count room.  If the entire count team will be taking a break, prior to leaving the count room:




i.
All cash, gaming vouchers and coupons that have been removed from either a drop box or slot cash storage box shall be counted at least once and secured in a manner approved by the Commission until the return of at least three soft count team members from the break; and




ii.
(No change.)



3.
- 4.  (No change.)


(h)  Procedures and requirements for conducting the count shall be as follows:



1.
(No change.)



2.
In full view of the closed circuit television cameras located in the count room, the contents of each drop box or slot cash storage box shall be emptied on the count table and either manually counted separately on the count table or counted on a [currency, gaming voucher or coupon] counting machine which has been approved by the Commission and is located in a conspicuous location on, near or adjacent to the count table; 



3.
(No change.)



4.
The contents of each drop box or slot cash storage box shall be segregated by a count team member into separate stacks on the count table by each denomination of coin, tokens, gaming chips, currency, gaming vouchers and coupons (by denomination where applicable), and by type of form, record or document, except that the Commission may permit the utilization of a machine to automatically sort currency, [or] coupons [automatically by denomination.  All gaming vouchers shall also be separated by slot cash storage box] and gaming vouchers in the same manner.  A count team member shall also separate out any mutilated or torn currency, gaming vouchers[,] and coupons, ensure that each item is properly counted and recorded by denomination and by box, and attempt to match pieces of mutilated or torn [currency] items to determine if a complete bill, gaming voucher or coupon exists.




i.
- ii.  (No change.)




iii.
All mutilated or torn coupons and gaming vouchers shall be recorded as revenue, regardless of their condition;



5.
Each denomination of coin, token, gaming chip, currency, [and] drop box coupons, and any slot cash storage box coupons and gaming vouchers shall be counted separately and individually by one count team member who shall place [individual bills, coins and coupons of the same denomination and any gaming vouchers] them on the count table in full view of a closed circuit television camera, after which the [coin, currency, gaming vouchers, and coupons] foregoing items shall be counted by a second count team member who is unaware of the result of the original count and who, after completing this count, shall confirm the accuracy of the total, either verbally or in writing, with that reached by the first count team member; [, except] provided, however, that the Commission may permit a casino licensee to perform the following aggregate count in substitution of the second count:




i.
[Aggregate] An aggregate count[s] by denomination of all currency and coupons [collected in substitution of the second count], by [drop box or] each slot cash storage box, if the Commission is satisfied that the original counts are being performed automatically by a machine that counts and automatically records the value of currency or coupons, and the accuracy of [the machine] which has been suitably tested and proven in accordance with the provisions of (h)6 below; and




ii.
An aggregate count of all currency, gaming vouchers and coupons [collected in substitution of the second count], by [drop box or] each slot cash storage box, if the Commission is satisfied that the original counts are being performed automatically by a machine that counts and automatically records the value of currency and also determines the value of each gaming voucher or coupon by independently examining information printed on the voucher or coupon, which information is either used by the machine to [either] calculate the value internally or to obtain the value directly from the gaming voucher system in a secure manner [as] approved by the Commission, and the accuracy of which [machine] has been suitably tested and proven in accordance with the provisions of (h)6 below.  If the gaming voucher system is utilized to obtain the value of a gaming voucher, the gaming voucher system shall perform a calculation or integrity check, as approved by the Commission, to ensure that the value of the gaming voucher has not been altered in the system in any manner whatsoever since the time of its issuance. 



6.
The Commission will permit the utilization of currency, gaming voucher[,] and coupon counting machines if, prior to the start of the first use of [a] each counting machine each gaming day, (except for (h)6i and ii below, which shall be performed prior to each count, and except when a Commission inspector may direct the testing of an automatic counting machine prior to each count), [in the presence of  a Commission inspector,] the count room supervisor shall, in the presence of a Commission inspector: 




i.
Verify that the counting machine has a zero balance on its [terminal unit] display [panel] and [has] cause a receipt to be printed which denotes "-0- cash, gaming vouchers or coupons on hand" and "-0- notes, gaming vouchers or coupons in machine," or some other approved means to indicate that the machine has been cleared of all currency, gaming vouchers and coupons.




ii.
Visually check the counting machine to be sure there are no bills, gaming vouchers or coupons remaining in the various compartments of the machine.




iii.
Supervise a count team member who shall randomly select a drop box or slot cash storage box [and].  If slot storage boxes are being counted that day, a slot cash storage box must be selected and it must contain currency, and if issued by the licensee, gaming vouchers and coupons.  The count team member shall place the entire contents of the drop box or slot cash storage box into the first counting machine, which shall count the currency [or coupons] by denomination [and] as well as any gaming vouchers and coupons [, and produce a print out of the total value of currency, total number and value of gaming vouchers, and total number and value of coupons by denomination].  Any soiled or off-sorted bills, gaming vouchers[,] or coupons shall be re-fed into the machine [and manual adjustments made to the total].  Any items which the counting machine is not able to count automatically, such as coins, tokens, gaming chips or mutilated or torn currency, gaming vouchers, and coupons shall [also cause manual adjustments to be made to the total] be manually counted, recorded either manually or in the counting machine, and segregated from items which the counting machine was able to count automatically.  The count team member shall cause the counting machine, in conjunction with the gaming voucher system, to produce one or more printouts of the total value of currency, the total number and value of all gaming vouchers, and total number and value of all coupons, and the totals [total as recorded on the counting machine and any adjustments thereto] shall not be shown to anyone until completion of the final verification process. 




iv.
(No change.) 




v.
Supervise the second count team member passing the currency, gaming vouchers, [or] and coupons to a count team member[,] who is unaware of the results of the manual count.  The count team member shall count the entire contents of the drop box or slot cash storage box counted in (h)6iii above using a second counting machine.  [Such machine shall produce a printout of the total value of currency, total number and value of gaming vouchers, and total number and value of coupons contained in the drop box or slot cash storage box.]  Any soiled or off-sorted bills, gaming vouchers[,] or coupons shall be re-fed into the machine [and manual adjustments shall be made to the total].  [Coins] Any items which the counting machine is not able to count automatically, such as coins, tokens, gaming chips, or mutilated or torn currency, gaming vouchers, and coupons shall [also cause manual adjustments to be made to the total] be manually counted, summarized, recorded either in the counting machine or manually, and segregated from items which the counting machine was able to count automatically.  The [total] count team member shall cause the counting machine, in conjunction with the gaming voucher system, to produce one or more printouts of the total value of currency, total number and value of all gaming vouchers, and total number and value of all coupons, and the totals as recorded [on] in the counting machine [and any adjustments thereto] or manually shall not be shown to anyone until completion of the final verification process.




vi.
Following the completion of the test procedures in (h)6iii - 6v above, compare the three totals for agreement [from the test receipts of both counting machines, as computed in (h)6iii and (h)6v above, to the manual total computed in (h)6iv above].  If the three totals [compared above] are in agreement, the count room supervisor will sign and date the [test receipts] printouts and forward them to the Accounting Department at the end of the count process.




vii.
(No change.)



7.
(No change.)


8.
Notwithstanding (h)5 above, a casino licensee may use one piece of counting equipment to count and strap the currency, gaming vouchers[,] and coupons; provided, however, that the counting equipment and the procedures for utilizing the equipment have been approved by the Commission and the equipment functions in such a manner that it automatically provides two separate counts of the [funds] items at different stages of the counting process and, if these separate counts are not in agreement, the machine shall document the discrepancy and cease operation until the discrepancy is resolved by a count team member.  Currency, gaming vouchers[,] and coupons not being separately verified in accordance with (h)5 above, including but not limited to gaming vouchers and coupons from slot cash storage boxes for which the counting equipment obtains the value from the gaming voucher system in accordance with (h)5ii above, shall be verified by the operator in a manner approved by the Commission. 



9.
– 13.  (No change.)



14.
The Slot Cash Storage Box Report shall be, at a minimum, a two-part form consisting of an original and a duplicate copy unless the casino licensee chooses, pursuant to (i)3 below, to make copies of the original Slot Cash Storage Box Report, in which case only an original shall be required.  Each additional copy of a multi-part Slot Cash Storage Box Report shall be clearly labeled as a copy.  As the contents of each slot cash storage box are counted, a count team member shall manually record or cause a computer system to record, in a manner approved by the Commission, the following information on the Slot Cash Storage Box Report or supporting documentation:




i.
– iv.  (No change.) 




v.
The number and value of each [denomination of] cashable coupon[s] counted, and if a gaming voucher system is used to redeem coupons, the serial number and value of each coupon counted;




vi.
The total number and value of all [denominations of] cashable coupons counted;




vii.
The number and value of each non-cashable coupon counted, and if a gaming voucher system is used to redeem such coupons, the serial number and value of each coupon counted;




viii.
The total number and value of all non-cashable coupons counted;




[vii.]
ix.  A listing of the validation number and value of each gaming voucher counted [by serial number and the value of each gaming voucher counted];




Recodify viii. - x. as x. – xii.  (No change to existing text.)



15.
– 17.  (No change.)


(i)  After the contents of all drop boxes or all slot cash storage boxes have been counted:



1.
All coupons from drop boxes, cash, tokens[,] and gaming chips [and coupons] shall be presented in the count room by a count team member to a main bank cashier or cage supervisor who, prior to having access to the information recorded on the Master Game Report or the Slot Cash Storage Box Report and in the presence of a count team member and the Commission inspector, shall recount, either manually or mechanically, the cash and coupons presented in accordance with the following requirements:




i.
(No change.)




ii.
The cashier or cage supervisor may bulk count all strapped currency and coupons from drop boxes, provided however, that a random sampling of the strapped currency and coupons shall be inspected for intermixed denominations and proper cancellation; 




iii.
– iv.  (No change.)




v.
Not less than 10 percent of the total number of strapped coupons from slot cash storage boxes [pieces of a denomination as specified by the Commission inspector] and not less than 10% of the total number of strapped gaming vouchers or a random sample of strapped gaming vouchers issued by slot machines shall be randomly recounted by hand or with an approved counting device [and also inspected for proper cancellation and intermixed denominations].  If a casino redeems any coupons created pursuant to N.J.A.C. 19:45- 1.55(l)2(v) (a coupon not associated with a specific patron account or patron identification card at the time of its creation), the serial numbers, dollar values and total number of all such redeemed coupons shall be verified in the count room after redemption by comparing that information to the data in a secure copy of the coupon mail file used to create such coupons, as required by N.J.A.C. 19:45-1.55(l)2(v), and the cashier or cage supervisor shall also be required to compare and verify the face value of at least five (5%) per cent of such coupons to the coupon values recorded on the supporting documentation for the Cash Storage Box Report, and to sign the supporting documentation and indicate the number of coupons compared.  The compared coupons shall be segregated and maintained separately from all other coupons.  Any discrepancies shall be reported to the casino controller, the MIS department manager as well as the Commission, and an investigation of the discrepancy shall be promptly conducted in accordance with N.J.A.C. 19:45-1.55(l)2(vii).



2.
Upon completion of the recount, the cashier or cage supervisor shall attest by signature on the Master Game Report and Slot Cash Storage Box Report, [if applicable,] the amount[s] of cash [and] from drop boxes and slot cash storage boxes counted, and the amount of coupons from drop boxes counted, after which the Commission inspector shall sign the report evidencing his or her presence during the count and the fact that both the cashier or cage supervisor and count team have agreed on the total amounts of cash and coupons counted and have completed the verification required by (i)1v above. 



3.
(No change.)



4.
A casino licensee may, in its discretion, present the main bank cashier or cage supervisor with the cash, tokens, gaming chips[,] and coupons obtained from the count of the drop boxes, [and] cash obtained from the count of the slot cash storage boxes, either:




i.
(No change.)




ii.
Separately, in which event the cash, tokens, gaming chips and coupons from each count shall be presented immediately after the conclusion of the count; provided, however, that if the cash, tokens, gaming chips, and coupons from the first count that is concluded are presented while the second count is in progress:




(1)  [There shall be no] No cash, tokens, gaming chips, gaming vouchers or coupons in the count room shall be removed from an opened box that has not already been counted at least once; and 




(2)  (No change.) 



5.
– 8.  (No change.)


(j)  (No change.)


(k)  The originals and copies of the Master Game Report, the Slot Cash Storage Box Report, Counter Checks, the documents that evidence credit or debit card chip transactions, Complimentary Vigorish Forms that document uncollected baccarat and minibaccarat vigorish, Requests for Fills, Fills, Requests for Credits, Credits, Table Inventory Slips, gaming vouchers, coupons, [the] documents that evidence the counting of the gaming vouchers, and the test receipts from the currency counting equipment shall, on a daily basis, in the accounting department be:



1.
– 6.  (No change.)


(l) – (m)  (No change.)

19:45-1.43  Procedure for counting and recording contents of slot drop



 buckets and slot drop boxes


(a) – (i)  (No change.)


(j)  Procedures and requirements at the conclusion of the hard count shall be as follows:



1.
- 8.  (No change.)



9.
A casino accounting department employee shall complete the original Slot Win Sheet, either manually or through the use of a computer program such as a spreadsheet program, as approved by the Commission, by recording the following information on the Slot Win Sheet or supporting documentation:




i.
If not previously recorded on supporting documentation in accordance with the requirements of N.J.A.C. 19:45-1.33 and 1.43, the value of coin, slot tokens, prize tokens, foreign slot tokens, currency and coupons (identified separately for cashable and non-cashable coupons) [drop] for each slot machine, and the total value of gaming vouchers [drop] for each slot machine as determined in accordance with internal controls approved by the Commission pursuant to N.J.A.C. 19:45-1.54;




ii.
The total value of coin, slot tokens, prize tokens, foreign slot tokens, currency and coupons (identified separately for cashable and non-cashable coupons) [drop], and the total value of gaming vouchers [drop] as determined in accordance with internal controls approved by the Commission pursuant to N.J.A.C. 19:45-1.54, by denomination of slot machine and in total for all slot machines;




(1)  If a casino licensee utilizes a gaming voucher system to redeem a coupon, the value of the coupons shall be the greater of the total dollar value of coupons recorded as redeemed in the system, or the value as determined in accordance with the count procedures in N.J.A.C. 19:45-1.33; provided, however, that nothing shall preclude a casino licensee from utilizing a report generated by the system, which lists any coupons recorded as redeemed in the system but which do not appear in the Slot Cash Storage Box Report, the value of which, if not adequately explained or resolved, shall be added to the coupon value on the slot cash storage box report. 




(2)  Additionally, if a casino license also utilizes a gaming voucher system to redeem coupons created pursuant to N.J.A.C. 19:45-1.55(l)2(v) (a coupon that is not associated with a specific patron account or patron identification card at the time of its creation and is being redeemed by a gaming voucher system), and a variance is detected pursuant to N.J.A.C. 19:45-1.33(i)5, 1.46(l)5 or 1.55(l)2(vii), a summary schedule of the variances shall be submitted  to the Commission. 




iii.
- ix.  (No change.)



10.
- 11.  (No change.)

19:45-1.46  Procedure for control of coupon redemption and other



complimentary distribution programs


(a) – (c)  (No change.)


(d)  All coupons issued pursuant to this section shall contain a serial number which shall contain at least one number, symbol or character unique to coupons, so as to visually differentiate coupons from gaming vouchers.  Additionally, if a gaming voucher system is being used to redeem coupons, coupons created pursuant to N.J.A.C. 19:45-1.55(l)2(v) (a coupon that is not associated with a specific patron account or patron identification card at the time of its creation, and is being redeemed by a gaming voucher system) shall be visually distinguishable (for example, by using paper or card stock of a different color) from coupons created pursuant to N.J.A.C. 19:45-1.55(l)2(iii) and (iv) (a coupon that is associated with a specific patron account or patron identification card at the time of its creation). [and each]  Each series of coupons shall be issued in sequential order.  Each coupon shall be printed with a description of what is being offered, the location where which it may be redeemed, and either a statement specifying the date on which the coupon becomes invalid or some other means to indicate the date when a coupon becomes invalid.  If a coupon is of a type that is devisable into sections or is multipart, each such separate part or copy shall contain the information required by this subsection.


(e) – (k)  (No change.)


(l)  All documentation, unused coupons, voided coupons, coupons returned by the post office, and redeemed coupons maintained in conformity with (g), (h), (i) and (j) above and (q) and (r) below shall be forwarded on a daily basis to the accounting department where they shall be:



1.
- 3.  (No change.)



4.
Reconciled by number and dollar value, if a gaming voucher system is used to redeem coupons in accordance with N.J.A.C. 19:45-1.46B and 1.55(l), with all of the following:



i.
Coupon data created in another casino computer system;



ii.
Coupons distributed to patrons;



iii.
Coupon data transferred to the gaming voucher system by another casino computer system;



iv.
Coupon data received by the gaming voucher system from another casino computer system; and



v.
Coupons presented for redemption by patrons and subsequently verified and accepted by the gaming voucher system;



5.
If the coupon was created and redeemed pursuant to N.J.A.C. 19:45-1.55(l)2v (a coupon not associated with a specific patron account or patron identification card at the time of its creation), verified as to its face value by casino accounting, by comparing a sample of the actual coupons, which sample shall be different from the sample required by N.J.A.C. 19:45-1.33(i) and consist of at least five percent of such coupons or is created by using a sampling method approved by the Commission with at least a 95 percent confidence level, to a secure copy of the coupon mail file that created them and the casino computer system redemption file.  Any variations shall be immediately reported to the casino controller, the MIS Manager and the Commission; an investigation shall promptly be conducted to determine the actual or probable cause of the variation and the possible scope of the incident; 



Recodify 4.
- 5. as 6. – 7.  (No change in existing text.)

(m) – (p)  (No change.)


(q)  A casino licensee that intends to mail coupons regulated by (a) above directly to its patrons shall not be required to comply with the requirements of (h) above but shall be required to include the following additional procedures, at a minimum, in its internal controls:



1.
[The] If the casino licensee utilizes a gaming voucher system to redeem coupons in accordance with the provisions of N.J.A.C. 19:45-1.46B and 1.55(l), the casino licensee shall prepare and maintain in [its] another casino computer system, for the time period during which the coupon is valid, a coupon control file as required by N.J.A.C. 19:45-1.55(l), or if a gaming voucher systerm is not utilized to redeem coupons, a list of each patron to whom a coupon shall be mailed, which coupon control file or list shall include, at a minimum, the following information:




i.
The patron name (not required for a coupon control file);




ii.
The patron address (not required for a coupon control file);




iii.
- vi.  (No change.)



2.
Each coupon issued pursuant to this subsection shall include a bar code or magnetic strip that will enable the casino [licensee's] computer system to identify the information required by (q)1 above.



3.
(No change.)



4.
The envelopes used to mail the coupons shall include the casino licensee's address as the return address and shall request the return of the envelope to the sender if not deliverable to the addresses.  The  return of any coupon by the post office shall be recorded by the casino licensee in its casino computer system.



5.
Prior to the redemption of a coupon issued pursuant to this subsection or upon electronic cancellation pursuant to (s) below, the casino licensee shall be required to verify the validity of the coupon by comparing the [information] coupon serial number maintained in its other casino computer system pursuant to (q)1vi above or a control number, which is derived from the patron's identification number and the coupon's serial number, with the [information] coupon serial number or control number recorded in the coupon's bar code or magnetic strip.  This verification [of the information required in (q)1 above] may be performed electronically.  The casino licensee shall not redeem the coupon unless the casino licensee also confirms that:




i.
- ii.  (No change.)



6.
(No change.)



7.
All coupons issued pursuant to this subsection shall be redeemed in accordance with (j) above and shall be electronically canceled in the casino [licensee's] computer system immediately upon redemption or in accordance with (s) below so as to preclude subsequent redemption of the same coupon.  On a daily basis, a report shall be generated of all coupons that are electronically canceled.  This report shall contain, at a minimum, a list of the serial numbers of the canceled coupons and shall be forwarded, on a daily basis, to the accounting department for purposes of the reconciliation required by (l) above.


(r)  Any casino licensee that intends to authorize a [vendor] person (including any holding, intermediary or subsidiary company of the casino licensee), to print and mail coupons regulated by (a) above directly to the casino licensee's patrons shall be required to comply with the provisions of (q)1 through 7 above and shall include the following additional procedures, at a minimum, in its internal controls:



1.
The casino licensee shall provide the [vendor] coupon printer/mailer via electronic or magnetic tape medium a list of the information required by (q)1 above for each patron to whom a coupon shall be mailed.



2.
The [vendor] coupon printer/mailer shall print coupons only for the patrons authorized by the casino licensee pursuant to (r)1 above.  Within 48 hours of mailing any coupons, the [vendor] coupon printer/mailer shall provide documentation to the casino licensee's accounting department regarding the coupons that were printed and mailed.  This documentation shall include the serial numbers of the coupons that were printed and mailed and a representation, signed by an officer or partner of the [vendor] coupon printer/ mailer, that only the coupons requested by the casino licensee were printed and mailed and that any misprints were destroyed.



3.
The [vendor] coupon printer/mailer may include material other than the coupon in the mailing if authorized by the casino licensee.



4.
The casino licensee shall develop procedures for reconciling the total number of coupons authorized for issuance by the casino licensee pursuant to (r)1 above to the total number of coupons mailed by the [vendor] coupon printer/mailer, returned by the post office and redeemed by patrons and shall calculate the daily outstanding liability of the casino licensee for unredeemed coupons issued pursuant to this subsection.


(s)  Notwithstanding (q)5 and 7 above, a casino licensee may accept a coupon which has been mailed to a patron without first verifying its validity and without immediately canceling the coupon electronically in the other casino computer system if:



1.
- 4.  (No change.)



5.
The coupon is verified in the other casino computer system, pursuant to (q)1 and 5 above, and electronically canceled in the system within eight hours of acceptance; provided, however, that a coupon accepted by a dealer at a gaming table and deposited into that table’s drop box may be verified and canceled when the drop box is removed from the table and taken to the count room.


(t)  (No change.)


(u)  Nothing in this chapter shall prevent a patron from causing a coupon to be printed upon demand at an approved location in a casino hotel, pursuant to approved internal control procedures.
19:45-1.46B  Procedures and requirements for a bill changer which can accept


   coupons 


(a)  Each bill changer which can accept coupons shall [be able] either:



1.
Be able to establish the value and validity of each coupon inserted therein, by interpreting the coded information which must be contained on the coupon pursuant to (b) below; or


2.
Be connected to an approved gaming voucher system which satisfies the requirements of N.J.A.C. 19:45-1.55 and is able to establish the dollar value and validity of each coupon inserted in the bill changer, by interpreting the coded information contained on the coupon pursuant to (b) below.


(b)  In addition to complying with the requirements of N.J.A.C. 19:45-1.46, each coupon which can be accepted by a bill changer shall contain encoded data that identifies the dollar value of the coupon and such other information as the Commission may require.  Each coupon shall also contain a unique code or other security measure, which can [only] be interpreted only by the bill changer or gaming voucher system, to ensure that the coupon is valid.


(c)  The methods by which a bill changer or gaming voucher system and each coupon which can be accepted [therein] thereby will comply with the requirements of (a) and (b) above shall be submitted to and approved by the Commission before any such bill changer, gaming voucher system or coupon may be used by a casino licensee.


(d)  (No change.)


(e)  Each coupon accepted by a bill changer shall be deposited and stored in the bill changer's slot cash storage box.  Each such coupon shall be counted as part of the slot cash storage box drop in accordance with the count procedures in N.J.A.C. 19:45-1.33 and recorded on the Slot Win Sheet or supporting documentation in accordance with the requirements of N.J.A.C. 19:45-1.43.

(f)  Each coupon accepted by a bill changer shall be cancelled in a manner approved by the Commission which shall prevent the acceptance of the cancelled coupon by any bill changer, any automated coupon redemption machine or any other form of authorized redemption.  The coupon shall be cancelled [by]: 


1.
By the bill changer, a gaming voucher system or another approved casino computer system immediately upon acceptance; or [, pursuant to N.J.A.C. 19:45-1.33(h), in]


2.
In the count room prior to the conclusion of the count, pursuant to N.J.A.C. 19:45-1.33(h)10.


(g)  (No change.) 

19:45-1.54  Gaming vouchers; physical characteristics; procedures 



for issuance and redemption


(a)  (No change.) 


(b)  Each gaming voucher shall be designed and manufactured with sufficient graphics or other security measures, so as to permit, to the greatest extent possible, the proper verification of the voucher.  Notwithstanding the forgoing, each gaming voucher shall contain, at a minimum, the following information:



1.
– 2.  (No change.)



3.
The value of the voucher, printed in both numbers and words;



4.
A unique [serial] validation number, which the gaming voucher system shall cause to be automatically generated [by the system] in accordance with [the requirements of] N.J.A.C. 19:45-1.55(e)1 and shall include a method of identifying the casino licensee issuing the voucher;



5.
– 8.  (No change.) 


(c)  (No change.)


(d)  Prior to issuing a gaming voucher, each casino licensee shall establish a system of internal controls for the issuance and redemption of gaming vouchers, which internal controls shall be submitted to the Commission for approval and shall, at a minimum, [implement the following requirements and procedures] provide for the following:


1.
Except as otherwise provided in (d)5 below with regard to the receipt or discovery of a suspicious gaming voucher, a general cashier, slot cashier, gaming voucher redemption machine or slot machine shall, upon the presentation of a gaming voucher for redemption, scan the gaming voucher into the gaming voucher system to verify the validity of the [serial] validation number and value of the voucher.  If the gaming voucher is valid, the gaming voucher system shall immediately cancel the voucher electronically and permit the redemption of such voucher for the value printed thereon. 




i.
– iii.  (No change.) 



2.
(No change.)



3.
Notwithstanding (d)2 above, the casino licensee shall maintain an “unredeemed gaming voucher record” of the information required by (b)1 through 5 above for gaming vouchers that have been issued but not yet redeemed, which record shall be stored in the system for a period of time specified in the casino licensee’s internal controls, which period shall not be less than two years from the date of issuance of the voucher, provided that:




i.
(No change.)



ii.
Prior to the redemption of a gaming voucher, the complete [serial] validation number of the unredeemed voucher shall [only] be [available to the] visible and displayed only on the original gaming voucher and any corresponding gaming voucher error receipt; the complete validation number of an unredeemed voucher shall also be recorded and maintained in the gaming voucher system, but not more than the first or last half of the number shall be visible or displayed in any computer menu, display, printout or written report, and the visible or displayed portion of the validation number shall not contain the random digits required by N.J.A.C. 19:45-1.55(e)1ii;




iii.
The redemption of any gaming voucher for which the unredeemed gaming voucher record is not stored in the system shall not result in a deduction from gross revenue, unless the casino licensee has approved internal controls which require that, prior to redemption, the unredeemed gaming voucher record be reloaded into the system, and the validity of the [serial] validation number and value of the voucher be subsequently verified by the system; and




iv.
(No change.)



4.
At the end of each gaming day, the gaming voucher system shall generate reports, as approved by the Commission, which reports may be generated by the casino accounting department if they are not susceptible to alteration or deletion or provided to the casino accounting department by the MIS department.  The casino accounting department shall utilize the reports for purposes of the reconciliation required by (g) below.  Such reports shall contain the following information, at a minimum: 




i.
(No change.) 




ii.
All gaming vouchers that have been redeemed and canceled by each slot machine, gaming voucher redemption machine or other redemption location, including at a minimum: 




(1) – (2)  (No change.) 




(3)  The [serial] validation number, value, date and time of redemption of each gaming voucher; 




(4) - (6)  (No change.) 




iii.
– v.  (No change.) 



5.
A casino licensee shall, in accordance with (d)5i, ii and iii below, immediately report to the Commission and Division, using a three-part form, at a minimum (suspicious gaming voucher report), any suspicious gaming voucher that is presented for redemption or otherwise discovered; provided, however, that nothing herein shall preclude a casino licensee from issuing the presenting patron a gaming voucher receipt in accordance with (d)8 below.




i.
The suspicious gaming voucher report shall be completed by a cage/slot cashier supervisor and shall contain, at a minimum, the following:




(1)  (No change.) 




(2)  The issuance date and [serial] validation number of the suspicious gaming voucher; 




(3)  - (9)  (No change.)



ii.
– iii.  (No change.) 



6.
– 7.  (No change.)  



8.
If a casino licensee elects not to redeem an unverified gaming voucher, the casino licensee shall:




i.
(No change.) 




ii.
Require a general cashier or slot cashier or above to prepare a two-part receipt (gaming voucher receipt) containing, at a minimum, the following:




(1)  (No change.) 




(2)  The [serial] validation number and stated value of the gaming voucher;




(3) – (5)  (No change.) 



9.
– 13.  (No change.)



14.
The results of each investigation conducted pursuant to (d)13 above shall be recorded in a log (unverified gaming voucher log) that shall contain, at a minimum, the following: 




i.
(No change.)




ii.
As to each unverified gaming voucher, the following:




(1)  The issuance date and [serial] validation number of the voucher;




(2) – (10)  (No change.)



iii.
(No change.)



15.
– 21.  (No change.)


(e) – (j)  (No change.)

19:45-1.55  Computerized gaming voucher system[s]; required procedures 


(a) – (d)  (No change.)


(e)  Each system shall perform the following functions, at a minimum, in order to control the integrity of data:



1.
[Generate] Cause a unique [serial] validation number to be generated for each gaming voucher, [with a portion of the serial number comprised of randomly generated] which validation number shall: 




i.
Be comprised of at least eighteen numbers, symbols or characters;



ii.
Contain at least three numbers, symbols or characters [, as] randomly generated in a manner approved by the Commission, [or by such other method as approved by the Commission, which numbers, symbols or characters shall be constructed in a manner] so as to prevent a person from being able to predict the [composition of any other serial] validation number of any other gaming voucher generated by the system, and any serial number of any other coupon issued pursuant to N.J.A.C. 19:45-1.46; 



iii.
Contain at least one number, symbol or character to visually differentiate a gaming voucher from a coupon issued pursuant to N.J.A.C. 19:45-1.46; and 




iv.
Be printed in at least two locations on each gaming voucher.


2.
– 3.  (No change.)



4.
Provide for verification of the information contained on a gaming voucher presented for redemption and the unredeemed gaming voucher record to a source that separately records and maintains transaction data, such as an automated transaction log, or such other compensating procedure as approved by the Commission, which procedure shall: 




i.
Independently verify the accuracy of the gaming voucher [serial] validation number and value prior to redeeming the gaming voucher; and




ii.
(No change.) 



5.
(No change.)  


(f) – (k)  (No change.)


(l)  A gaming voucher system may, with Commission approval, also be utilized to redeem coupons issued pursuant to N.J.A.C. 19:45-1.46, provided that: 



1.
The gaming voucher system is able to establish the dollar value and validity of each coupon pursuant to N.J.A.C. 19:45-1.46B(a)2;



2.
All coupon data and gaming voucher data in the system are contained in logically separate databases, provided however, that a single database may be used if:




i.
Coupon data and gaming voucher data are logically segregated from each other through the use of separate tables in the database or, alternatively, differentiated from each other by at least four fields within a table;




ii.
Except as provided in 2(v) below, until the insertion of a coupon into a bill changer or, alternatively, the insertion of a patron identification card into a card reader attached to a slot machine, no coupon data for that coupon or that patron shall be loaded into the gaming voucher system;




iii.
Except as provided in 2(v) below, prior to coupon data being loaded into the gaming voucher system, another casino computer system shall automatically verify the value and validity of each coupon in a manner approved by the Commission, which verification shall include at a minimum, the comparison of the coupon’s serial number and value to information contained in a coupon control file, provided that:




(1)  The coupon control file is established and verified by the casino licensee when the coupon offer is created;




(2)  The comparison process used by the other casino computer system and the coupon control file are appropriately segregated from other programs, files and directories contained in the other casino computer system and are tested and approved in accordance with (b) above; and 




(3)  The coupon control file is protected from any changes through the use of encryption or digital signatures in a manner approved by the Commission;




iv.
Except as provided in 2(v) below, the gaming voucher system verifies each piece of coupon data received from the other casino computer system and precludes the acceptance of the data into the gaming voucher database if it contains any information not directly related to the validation of a coupon inserted into a bill changer or the insertion of a patron identification card into a card reader attached to a slot machine;




v.
Data for a coupon not associated with a specific patron account or patron identification card at the time of its creation may be loaded into the gaming voucher system not more than seven (7) days prior to the effective date of the coupon.  The serial numbers, dollar values and total number of all such redeemed coupons shall be verified in the count room after redemption by comparing the data in a secure copy of the coupon mail file used to create such coupons with the serial numbers, dollar values and total number of all such redeemed coupons counted and recorded in the count room, in a manner approved by the Commission. 




vi.
If a verification required by 2(iv) above is unsuccessful, the gaming voucher system automatically records the details of the failed verification in a log which shall include, at a minimum, the date, time, and if available, patron name, slot machine asset number and location, as well as all information received from the other casino computer system, which log shall be reviewed in accordance with the requirements of (l)4 below; 




vii.
If a verification required by 2(v) above is unsuccessful, a report is made of the failed verification in a manner approved by the Commission, which shall include at a minimum, the date and time of creation, the date and time of redemption, patron name if available, slot machine asset number and location, serial number and dollar value of the coupon as created in the coupon mail file, and serial number and dollar value of the coupon as recorded and counted in the count room.  This report shall be used by casino accounting and the MIS department to immediately file an incident report with the Commission and to promptly conduct an investigation of the variance to determine the actual or probable cause thereof; and




viii.
A report is generated of all expired coupons, containing at a minimum the serial number and dollar amount of each expired coupon, and such expired coupons together with all redeemed and voided coupons are purged from the gaming voucher system in accordance with procedures approved by the Commission and consistent with similar procedures for gaming vouchers contained in N.J.A.C. 19:45-1.54(d)2;



3.
The gaming voucher system precludes any person or process from changing coupon data into gaming voucher data, or vice versa, and if any such attempt occurs, the gaming voucher system automatically generates an alert notification to the surveillance department, in a manner approved by the Commission, and records the details of the attempt in a log which shall include, at a minimum, the date, time, user name and location, and all other available information regarding the coupon data or gaming voucher data, which log shall be reviewed in accordance with the requirements of (l)4 below; 


4.
The logs and reports required by (l)2 and 3 above are reviewed on a daily basis by the MIS security officer, who shall promptly notify the Commission and Division of all logged events in a manner approved by the Commission and Division, respectively;


5.
The passwords required by (c)2 above shall, at a minimum:



i.
Contain at least six alphabetic and/or numeric characters and expire in no less than 90 days after creation;



ii.
Be stored in an approved encrypted form so that a stored encrypted password shall not be retrievable or readable; and



iii.
Immediately disallow any further attempts to access the system following no more than five consecutive failed attempts within no less than 30 minutes by a user account to obtain access to the system, by automatically disabling the user account. Each disabled user account shall be reviewed by the MIS security officer, which may thereafter reactivate the user account upon verifying the identity of the person in accordance with approved internal controls; and



6.
The casino licensee has internal control procedures approved by the Commission for the control and reconciliation of all coupons redeemed by the gaming voucher system in accordance with the requirements of N.J.A.C. 19:45-1.46B(g).

